WWW.Serpro.gov.br

Certificate Policy

SERPRO SSL Certification Authority

Server Authentication(SSL/TLS)

(SERPRO SSL CA)

Version 3.1

June, 2021

ESERPRO


http://www.serpro.gov.br/

ESERPRO

CP SERPRO SSL CA

Indice

REVIEW CONITOL...ccuviiiiiiieeiieietee ettt e e ste e e te e e steeestae e s beeessaeeessseeesseessseesssaeesssaesasssaeeesssssssseesensnns 9
1. INTRODUGCTION......cutiitiiertentteteetesttesee ettt satesee et sate st et esatesae e besstesbeesesueesnseeensseesssessnseesnseens 10
1.0 OVETVIBW....etiiieiiiieeeeitee e ettt e e ettt e e s satteeessasbaeeesabaeeesssssteeesassbaeeassssaaessnsssaeeesssseeeesssssaesssssneaeaaeeeees 10
1.2. Document Name and IdentifiCation...........cecueeierieriieniininienceenereeeetesee ettt 10
1.3. PKI Participants = ICP-Brasil.........ccccutiiiuiiiiiiieeeiieeeieesieeesteeestee et e esveeeseaeessaaeesaaeessaeeasesnsvnaeeeas 11
1.3.1. Certification AULNOTILY......cieciiriiierieeiterte ettt ettt ee s te e st esbeesseesteesssaesssssaessssneesnsnees 11
1.3.2. RegisStration AULNOTITIES. ....ccccuviieiieieiieeciee ettt ettt e et e e st e e see e e sabeeesaaeeesaeessaeesssaeenssaeennseens 11
1.3.3. SUDSCIIDETS. ...ttt ettt ettt et s bt et s e sa et e e e s bt e be s st e bt e seeesateesnseesanean 11
1.3.4. RELYING PATties.....cccciieeiiiieiiieeiieeete et et e e st e e st e e saeeesbeessaveeesaseeesseeesseessseesssssaaessssnssseseeeans 11
1.3.5. CertifiCate ManAZETS. .......cceeevueerierierriierieenttestessteesteesstestessseessteesseesssesssaesssessseesssesssnseesssssessssnses 11
1.3.6. Other PartiCIPanLS........ceeeuieeiieeeiieeeiieeeiteeesteeeesteeessteeesteeesseessssaesssseessssaesssaeessssasssseeesssesessseessnnns 12
1.4, CertifiCate USAGE......cueeeverueirieiiiieeieeitteete et et e et esetessteesatessseesstessseesssessseesstesssesssessseesseesssessnnseeens 12
1.4.1. Appropriate CertifiCate USAZE.......c.eevueerierrieeiierieeitieeieesiteste et esteesteesseeesseessneesaesssesssessssesssseens 12
1.4.2. Prohibited CertifiCate USES.........cccueriererieriiiietenieeiertesee ettt sttt ste st e e sate e sabeesreesaseeeas 13
ST o) 1T A0 a 1001001 K]0 7 1 0) o FO OO PRRPPPRRP 13
1.5.1. Organization Administering the DOCUMENL............cccueeruierierrieenieeienteereeere e e e sereeesereeesaeaeeas 13
1.5.2. CONLACE POISOM.....uutiiiiiiiiiieeeeiiieeeeettee e sttt e e e siteeessitteeessabeeeessasaaesesssaeesssssaeesssssssssssssssseaaaaeeeees 13
1.5.3. Person Determining CP/CPS Suitability for the PoliCy........ccceeeiriiriiiniieeiinieeceeieeeeeee e 13
1.5.4. CPS APPIOVal PrOCEAUIES.........viieiiieiiieeiiieeeieeeette et e este e sttt esstaeessteeesveessbeesssseessssaesssssseessannnns 14
1.6, ACTOIYIMIS. ...etteeeeiiteee ettt eeeitte e e ettt e e eeatteesessateeesasbeeeseansteeeasassaeeesssseeesansateessnnsneeesssnnnnsssnnssnnneneeees 14
2. Publication AND REPOSITORY RESPONSIBILITIES........cccceeteriirienieienieneeieetesieeee et 15
2.1, REPOSITOTIES. ..ceiiuiitieieeiiteeeeiiteeeeertt et e ertee e e sttt e e s s easbeeeeeareeeeessseeeseensbaeeesssteeessssseeesannssaeesssnseeeeesnnnnn 16
2.2. Publication of Certificate INfOrmMation...........ccueeevieeieeiieeieeeeeee et cteesre e e et e e e aaee e 16
2.3. Access CONtrols 0N REPOSITOTIES. .....cc.ueeruiirieriiiinieeiienieesteenteeteestessteessteeseesssessseesasessseesssesssseessnns 16
2.4. Time or Frequency Of PUDLICAtION.........ccciiiiiiiiieeiieceecie ettt ettt teesreesve e reeesaeessaaeenes 16
3. IDENTIFICATION AND AUTHENTICATION.......ciiitiiieeitinieeieeseeeieestesieestesseesenessaseessssnaeenans 16
3.1 INAIMINEG. .. eteeeeiteee ettt e ettt e e ettt e e e s baeeessabaee s e s sbeeeesssaaessasssaeesssssaeeesssssaeesnssssaeessssssaesessesnnns 16
3.1.1. TYPES Of NMAIMES......eeiiiiiiiieieeiteeie et ettt e te et este e bt e sete e st e s beesstessseessesssaessaesssessssesssaenseessseeennns 16
3.1.2. Need for Names To Be Meaningful...........c.ccciieiiirieiiiieiieeiecciecie et eteesvtee e vreeeevaeeeenes 16
3.1.3. Anonymity or Pseudonymity of SUDSCIIDETS........c.coovuieriiiriiiiiieiieieieeee e 16
3.1.4. Rules For Interpreting Various Names FOIMIS..........ccccuiiriiiiiiieniieenieeecieeeeeeseveessveeesaeessaeeeeens 16
3.1.5. UNIQUENESS Of INAITIES........ceiuierierriieeieeriteeiteestessteesitesteesstesseesseessseesssesssaesssesssessssesssessssesssesssenns 16
3.1.6. Recognition, Authentication, and Role of Trademarks...........cccceeeeeriiiiiiniiieiieeiecceeeciee e 16
3.1.7. Trademark RECOGNITION. ......ccvuiiriiiiriieeiierieeeerte ettt e e st e s ae e st e e be e saaesbeesatessbeesssesnssnassnns 16
3.2. Initial Identity Validation.........cccccuiiiiiieiiiieccieeccte ettt este e st e e st e e sbeeesaee e s aaaaeeesssnsssaeaaeens 16
3.2.1. Method to Prove Possession of Private Key.........cccoecueirieriiiinienieeienieceeeieeeesie e e esvee e 16
3.2.2. Authentication of Organization IAeNtity.........ccceeeieeriieriieiiiiriecie et eae e aeeae e 16
3.2.3. Authentication of Individual Identity.........ccceecerrieriiiriiiniieiieeeet ettt sre e e eae e 16
3.2.4. Non-Verified Subscriber INfOormation..............cccverieeiiieiieeiieiectecre et e e e 16
3.2.5. Validation Of AULNOTILY.....cooiiiiiiiiieeiteieeeeee ettt ettt te e sttt e st e s saeesabe e bt e ssbesssaesnsaesnns 16

Versao 3.1 Pagina 2 de 40



ESERPRO

CP SERPRO SSL CA

3.2.6. Criteria for INtErOPETAtIiON. .......cicvieeieertieeieerteeiteeste et esteeeteeseesseesseessseessaessseesseesssesessssessssseesnnes 16
3.2.7. Device or Application AUthentiCatION. ......cccuerviriirrierienirerteeteteet ettt s 16
3.2.8. COmMPIemMENtary PIrOCEAUIES. ......ccceruterrirrerrieeerteeenteeesteeessaeeesseeesseesssseesssseesssseesssssssseessssssssseeeesns 16
3.3. Identification and authentication for Re-Key Requests..........cccceeviiriiriiiinieniiienieeeeeeeeeee e 16
3.3.1. Identification and Authentication For Routine Re-Key..........ccccccueriirriiinieniiinieneecciee e 16
3.3.2. Identification and Authentication for Re-Key After Revocation.........c.cccecueeeevenieenieenieenieennnen. 16
3.4. Identification and Authentication for Revocation ReqUESL...........ccccueevirrieriiieniieeieeieeeee e e 16
4. CERTIFICATE LIFE-CYCLE OPERACIONAL REQUIREMENTS.......cccciriiiiiiinieeiteniee e 16
4.1. Certificate APPIICALION. ...cc.eiiiiieieieeieecteeiterte ettt te et e st e et e e s ae e tee st e esbeessbeessaessseesseassssseassssseesnnes 17
4.1.1. Who Can Submit a Certificate APPliCAtiON. ......cccuevvuirrieiiiirieeieete ettt 17
4.1.2. Enrollment Process and ReSpONSIDIlities..........ccovvueirrieiiiiiieiiiienieeniecceessetessiee s e e e s svaeeees 17
4.2. Certificate AppliCcation PrOCESSINE.......cccueirieriiiiriieriieiteeieeit ettt ettt s e et esbessaeesssbeeesaes 17
4.2.1. Performing Identification and Authentication FUNCHONS...........cccueeeiieriiriiienieeieerieeieeseeecvee e 17
4.2.2. Approval or Rejection of Certificate APPliCatioNS.........cocveeueevierrieriinienienieeeereee et 17
4.2.3. Time to Process the Certificate APPliCAtiONS.........cceeeverrieerieniieiienieereeereeseeseeesreeesereeeseneeenans 17
4.2.4. Certificate Authority Authorisation (CAA).....c.eo ettt ettt e sbeeseeesbeesae e 17
4.3. CertifiCate ISSUAICE. .......eetertirieriteteeteete sttt ettt et sttt sate st e st e et e s bt et e st e sbe e beeubesueenstessntesnaseenns 17
4.3.1. CA actions During Certificate ISSUANCE...........coceevvirrieriinierieniteteeiere ettt sttt enee e 17
4.3.2. Notifications to Subscriber By the CA of Issuance of certificate.........cccecceevieeviernciieiniieeieiieenns 17
4.4, CeTtifiCate ACCEPLATICE. ....ccutirueeeiieeieerteeteestte ettt esttesteestte s bt esstesbeesstessbeesstesseessteessnsaeesnasaeesansaeesnns 17
4.4.1. Conduct Constituting Certificate ACCEPLANCE........cccvervveereeerierreeeiieerteereesreesteesreesseesrseeesssseesns 17
4.4.2. Publication of the Certificate by the CA.......cocioiiiiiiieeteeeeeeet ettt e e e 17
4.4.3. Notification of Certificate Issuance by the ca to other entities..........ccceeerrveerrieerienieencieeeeieeenns 17
4.5. Key pair and Certificate USAGE........ccoterueiruieriieeiieeieerite st e ste et esitesteesatessteesatessbeessteessabaeessnseeesans 17
4.5.1. Subscriber Private Key and Certificate USage.........ccceevvieruieriieeiienieeiieesieenieeseeesieeseeesreeessveeesnns 17
4.5.2. Relying Party Public Key and Certificate USage........cccceeerueruirriinnieniinienienieieeiesiecsiee e e 17
4.6. Certificate REONEWAL......ccueeiiriiiieeieieeieete ettt ettt sttt e st e b e et sbeesbe st e s st e sae et e e saneeas 17
4.6.1. Circumstances for Certificate ReNe@WaL...........cccoeviiiiiiiniiiiiinieeeeeeitete ettt 17
4.6.2. Who May Request RENEWAL.........ccueiiiuiiiiiiiiiiieiiiecieect ettt s e e sta e e sae e sssae e s s anees 17
4.6.3. Processing Certificate Renewal ReqUESLS...........coeevuerrieririiirienieienierecieetesit ettt 17
4.6.4. Notification of New Certificate Issuance to SUDSCIIDeT.........ccccverviiniineniiiniieeeeeeeee 17
4.6.5. Conduct Constituting Acceptance of a Renewal Certificate..........c.cceceevuerievernieninnennennienneenane 17
4.6.6. Publication of the Renewal Certificate Y CA........coooueeiiieniieiieieeeereett et seee s svee e 17
4.6.7. Notification of Certificate Issuance by the CA to Other Entities.........cccceeerviereevenseneenensienneeenne 17
4.7. CeTtifiCate RE-KEY....cccctieitiiiiieitieiieettest ettt et e e et estessteessbeesseessbesseesssaessaasssesssaaesnssaeesnsseaennes 17
4.7.1. Circumstances for Certificates Re-KeY.........coccieriiriiiriiiiienieeeeeeteete ettt st 17
4.7.2. Who May Request Certification of a New Public Key.........cccoovieeviiniiniiiiiiieieccieeieeieeeeieeeas 17
4.7.3. Processing Certificate Re-Keying ReqQUEST..........ccocuiiriiriiiiiieniieieeieeteeeete st e e e e 18
4.7.4. Notification of New Certificate Issuance to SUDSCIIDeT.........ccccoervieriininiienieeeeeeeeee 18
4.7.5. Conduct Constituting Acceptance of a Re-Keyed Certificate..........ccccceceevervieneinenneneenensiennieenne 18
4.7.6. Publication of a new CA Certified KeY.......oovuiiriiriiiiieeieeteeeetee ettt et e e e sve e 18
4.7.7. Notification of Certificate Issuance By the CA to Other Entities........c..ccccevvuerieverneneeeneeennennne. 18
4.8. Certificate MOdifiCation.........coiuerieriiiiirieiteieee ettt ettt sttt et be bt e s saee e 18
4.8.1. Circumstances for Certificate ModifiCation.............ccecuerrieriieiiiiniienieieeeeteee et 18

Versao 3.1 Pagina 3 de 40



ESERPRO

CP SERPRO SSL CA

4.8.2. Who May Request Certificate ModifiCation...........cceeeueereiriiieiieniiieniesieeseeeieesee e esveeeeseveee e 18
4.8.3. Processing Certificate Modification ReqUESLS..........coceeeerieriierienieriienieieeieneesrenee et 18
4.8.4. Notification New Certificate Issuance t0 SUDSCIIDET..........ccceviiviiriieniiiirienieeeeeeeeeeee 18
4.8.5. Conduct Constituting Acceptance of Modified Certificate...........cccoceveeverienieninienieninieenieene 18
4.8.6. Publication of the Modified Certificate by the CA.........cccveriiriiieriieeiieteeieeee et ree e ree e 18
4.8.7. Notification of Certificate Issuance by the CA to Other Entities.........cccceeerviereenenieneenensienneeenne 18
4.9. Certificate Revocation and SUSPENSION........cccueiieeriieiieeieeieeeieeieesteesieesteesseessaeesseessseesseesssessseesns 18
4.9.1. Circumstances fOr TEVOCAION. ......cc.eiruieriiieriteeieerteeieerte st esieeste et e s be e bt e ssteesseesabeebeesaseeseesasesans 18
4.9.2. Who Can Request REVOCALION. ........eiirviiiiieeiiieeniieeniteesieessieessreesseeessateesssneeesssssssneeesssssssseaeenns 18
4.9.3. Procedure for Revocation REQUESL..........cccuiiriiiiiiniieieeieeieete ettt ettt et e e 18
4.9.4. Revocation Request Grace Period..........ccueiveuieiriiiiiniiieiniieiniieeeieessieessieessaeessereessnneessssesssnessnnes 18
4.9.5. Time Within Which CA Must Process the Revocation Request............ccocceevvieeveeniieeiniieennnieeenns 18
4.9.6. Revocation Checking Requirements for Relying Parties...........ccccceeveievieeiieniiecseenieeieesieeieee s 18
4.9.7. CRL ISSUANCE FTEOUENCY ......ettiiiiiiiiiiiiiieeieiitteeeeitee e eeiitee s e ettte e s s iete e e s earteeseeassssssaeeeeeeeeeeeaessnnnns 18
4.9.8. Maximum LatenCy fOr CRLS........ccovuirriiiiieiiieiieeieecteete et e s ee et e steesteessaeesaeessaesseasssssessssssessnnns 18
4.9.9. Online Revocation / Status Check Availability.........cccoeceiriiriiiniiiiieieeeeeeeeee e 18
4.9.10. Online Revocation Checking ReqUITemMEeNLS. .........c.ceerveerrieeniieeniiieeniieeesieeesreessveessirneeessssnneeeens 18
4.9.11. Other Forms of Revocation Advertisements Available.............ccoccoeviiiiiniiiniiniiiieniceeeeeeee 18
4.9.12. Special Requirements Related of Key COMPIOMISE..........c.cccueerverrieenieniiierieeieeneeeseeseessneeennns 18
4.9.13. Circumstances FOT SUSPEIISION. .....cciieuttitiiiiiteeeeiieeeeeeiteeeeeiteeeeeireeeseenreeesesrrasrreeeeeeeeessessssnnnns 18
4.9.14. WhO Can reqUeSt SUSPEINISION. .....ccccuveerrurerrirrereireersieeessueeesseessseesssseesssseesssseessssessssssssseesssssssseessns 18
4.9.15. Procedure for SUSpension REQUEST........c.c.ceeiiriiiirieiiiieieeieete ettt ettt esatee e 18
4.9.16. Limits on Suspension Period...........ccueiruiiiriiieiniiieiiiieiiieeesieeesteessteessieesssaeessstesssaesssaesssseesnnnes 19
4.10. Certificate StatliS SEIVICES.....c.cucvutirtiriirietirierteteeteett ettt ettt e s e sbe et st e s st e srestesaeesseeanens 19
4.10.1. Operational CharaCteriStiCS. .. ...uiirvieiririerrieeerieeerieeeireeesteessseeessseeessaeeesseesssseesssesssssseeesssssssseees 19
4.10.2. Services AVailability.......c.cooiiriiiiiiiiieeieee ettt st 19
4.10.3. Operational fEAUTES.......cccueeiiieiieiieeieerte ettt ettt e et e st e e rteesaesbeessteesbeesssesseesssaesnsseassnssenennns 19
4.11. ENd Of SUDSCIIPION. c...eiiieiiiinieeieeete ettt ettt et st st esbe e bt e sabe e sbeesbe e bt e ssbeesseesnnsaaesans 19
4.12. Key ESCTOW and RECOVETY.......ciiviiiiiiiiiiiieieiieeeite ettt e st e ssiteessiteessateesaaesssaeessaesssaesssnsnssneens 19
4.12.1. Key recovery and custody policy and PractiCes..........co.eeeevuereererienieniennieneenenieseesreeseesveenns 19
4.12.2. Session Key Encapsulation and Recovery Policy and Practices...........cccoecueevrciiernieeniveeniveennnnne 19
5. FACILITY, MANAGEMENT, AND OPERATIONAL CONTROLS.......cceeovtiriiiienieenteeieesee e 19
5.1. PRySIiCal CONITOL....cciiiiiiiieitieiieeet ettt ettt e st e st e e s be e s s be e s sabeessabaessabaessstaesnseaesnsssnaaeeens 19
5.1.1. Site Location and CONSIIUCHON. ......cirteeriierieetierieerteeste et e ste et esateeteeste e st esatesseesssesssaessseeessnees 19
5.1.2. PRYSICAl ACCESS. .. uutiiiireeeiieeeiteeeitee sttt e st e esteeesteeesstaeessbeesssseeesseessaeessseesssseessssaesnssaessssssseeessnnnns 19
5.1.3. Power and Air CONditioning........cccueeruierieriiiinieeiteeieeet ettt ettt ettt et e e st e e e sbbeessasaeessasaeeas 19
5.1.5. Fire Prevention and PrOteCTION..........cevueiitiriiiiieiieeiteeieee ettt ettt s et 20
5.1.6. MEdIia@ STOTAGE. ....ccuvieeuieiiieeieetteete ettt ettt et e et e st e s bt e s at e st e e s st e sabe e st e sabeesatessasbeeenasbeeenasaeeas 20
5.1.7. Waste DISPOSAL.....ceercuiiiiiiieiiiieieieeeiteceite st e st essteessireesstae e s bt eesbaeessbaeesssaeenssaeessbaessansnaaeessnnnns 20
5.1.8. Off-Site BaACKUP....ceoutiiiiiieeiieee ettt ettt et e st e st e e et eeesabbeeesasaeeas 20
5.2. Procedural COMLTOLS. .......eeiuiiiiieieeieeeee ettt ettt et e st e bt e st s b e e saeeesseesseesabeennee 20
5.2.1. TTUSEEA ROLES...c.ueiouiiiiiieeiieiteteetetee ettt ettt et et st b e et s bt be s be s st e be et e sseennesanes 20
5.2.2. Number of Persons Required Per TasK.........ccceecueeriiriiiiniieeiieeiecieesieeieesireesieesve et e sveseeesssaenans 20
5.2.3. Identification and Authentication for Each Role...........cccceeviiiiiiiiiiniiiiiiiececteeeeeeeeee 20

Versao 3.1 Pagina 4 de 40



ESERPRO

CP SERPRO SSL CA

5.2.4. Roles Requiring Separation Of DULIES..........cceiuiriiierieeiiieiieeieeste et eieeseeereesaeeeseesaeesaeeeneas 20
5.3. Personnel CONLTOIS. .....coueiuiiiiiieiieierteteeete ettt sttt e be st sbe e e st e ebeesaree s 20
5.3.1. Qualifications, Experience, and Clearance ReqUirements...........c.ceceereeeruernveriueeseessneeeenveeesnnnens 20
5.3.2. Background Check ProCeAUIES...........coccueiruiiriiiiienieeiteete ettt ettt ettt e e s b e e saaee s 20
5.3.3. Training Requirements and PrOCEAUIES............coevuieiriiieiniieiniieerieeerieessreessreessireeeesssanaeeesenanns 20
5.3.4. Retraining Frequency and ReqUITEIMENTS...........cccceeteririiiriiniriienienienieseesre ettt 20
5.3.5. Job Rotation Frequency and SEQUENCE............ceeevuieirriieinieerniieenieeenieessreessseesssreeeessssssseesssnsnns 20
5.3.6. Sanction for Unauthorized ACHONS. .......cocutiriiirieeriterieerteeie ettt ettt et ae e st e et e e s sabeeesanes 20
5.3.7. Independent Contractor REQUITEMENLS. ........ccccieiriierrieerieeniteeesiteesieeesreessveesssseessneeesssneessseesenns 20
5.3.8. Documentation Supplied to Personnel............ccccoceeieriiiiniiniiiinieeeeeeeeeseeee et 20
5.4. Audit LOZGING PrOCEAUIES........cciiriiiiiiieeiiieeiiee et ste ettt e st e esaeessteessteessaaeesssssssaeessssnsssseesssnnns 20
5.4.1. Types of Event ReCOTAOM..........cooueriiiiiiiiiieieeieeteeeeste ettt ettt s bt e e st e e s es 20
5.4.2. Frequency of Processing and Archiving Audit LOgS.......cccueevuierierriiiniieniienieeeieeeeireeesieeeesveeees 20
5.4.3. Retention Period for AUit LS. ......ccceeriiriiirieniteteeieest ettt ettt ettt s e e s 20
5.4.4. Protection Of AUIt LOZ......ccceeriieiiieiieeiieieeieerte ettt et este e steeseesbeesaaessbeessaessseesssessseasssessseennns 20
5.4.5. Audit Log Backup Procedures..............ccocueiriiriiiniienieeteeieete sttt sttt ettt e e e e s aaae s 20
5.4.6. Audit Collection System (Internal Vs. EXternal).........ccceccueerrieeniieeniieeniieeniieeniieeeeesseiineeeessnnns 20
5.4.7. Notification of Event-Causing SUDJECL........ccccevuiirieriiiirieneeieeiteste ettt e e sire e e siaee s 20
5.4.8. Vulnerability Assessments5.5. Records Archival..........cccocueiriiiiniiiiniiiiiiieeniecceeceeeesee e 20
5.5.1. Types of Records ATCRIVEA.........cocuiiuiiiiiiiiieeeee ettt ettt e e e s 21
5.5.2. Retention Period for ATCHIVE. ..ottt sttt 21
5.5.3. Protection Of ATCHIVE.......c.coiiiiiiieieiieete ettt ettt st st sbe e e aee e s 21
5.5.4. Archive Backup PrOCEAUTIES........cc.ueieiuiiiriiiieeiieeriteeeiee et e esteeesveeesveessaaeessaaeessaseesssneessssssssaeassnns 21
5.5.5. Requirements for Time-Stamping of ReCOIdS..........ccceevueriiiiriiiniiiiiierceniecceeeeeeee e 21
5.5.6. Archive Collection System (Internal or EXternal).........ccccccueervieeniieiniieiniieenieeenieeesieeesveeesnee e 21
5.5.7. Procedures to Obtaing and verife Archive Information..........ccccceceeververiininienninineceeeeeeene 21
5.6. KEY CRANGEOVET....ccuetiiiiieeiiieeeiieeete et et este e et e e sae e s abe e s tbe e e taeesbaeesssaeesaseessssaeenssaeenssaeenssaaaeens 21
5.7. Compromise and DiSaSter RECOVELY.......ccceeruiiriiiiriiiniieeienieeriteste ettt st et et stessseeseeesaeeessanes 21
5.7.1. Incident and Compromise Handling Procedures..............ccecveeriiernieeiniieeiniieesnieesreessneesieeeesnnens 21
5.7.2. Recovery Procedures if Computing Resources, Software, and/or Data Are Corrupted................. 21
5.7.3. Recovery Procedures After Key COMPIOMISE......c.ccccviirieriiieniienieenieenieesieeeseeseeesseesseeesssseessnsnees 21
5.7.4. Business Continuity Capability after DiSaSter...........ccccerrueriivierrieniinienienteeeienee et 21
5.8. CA OF RA TeITNINATION. ¢ .eteiiiiiiiiieieiieeiiee ettt ettt siee e eite e sbee e s bt e e s bt e s sareesessraeeessesnnnaeeesesnnns 21
6. Technical Security COMMIOLS. .......ciiriiriiiiriieieeie ettt ettt et e st e s bt e e s bbe e e s saeeeane 21
6.1. Key Pair Generation and INStallation...........c.cceevueeiriiieriieeiiiieenieeereeee e e esveessreessre e e s s siaaeeeeeen 21
6.1.1. Ky Pail GENETATION. ..ccccuutiiiiiiietieiitteeeeiteeeeereeeseerteeeeeibeeeesenreeesessateesessrreeesenraeeessnsrnaesessessns 21
6.1.2. Private Key Delivered t0 SUDSCIIDET........cc.ciiiiiiiiiiieeeteeeeeeee e 22
6.1.3. Public Key Delivery to Certificate ISSUET.........c.ccccerrueriiierienieieniereeeseeeeeete e 22
6.1.4. Public Key Available to Certificate ISSUET.........cccceeriirieiiiiinieeiieeie et eere et eeveeseee e e aeeeeeaeeseseeas 23
0.1.5. K@Y SIZES.....eiiiiiiiieieite ettt ettt sttt e e et e s et e e s et e e st e e e bbe e et e nbb e e e e e e e e eee e nnnnrrnae 23
6.1.6. Public Key Parameters Generation and Quality Checking...........cccecvevvviiiiniieinniieenniieeeeenrieeeeennn 23
6.1.7. Key Usage Purposes(AS PER X.509 V3 KEY USAGE FIELD)....cc.ccecceriiinniiniiniinieeeeeeeee 23
6.2. Private Key Protection and Cryptographic Module Engineering Controls...........cccccceevvveerivernnnnn. 23
6.2.1. Cryptographic Module Standards and CONEIOIS...........cccueetrrierrienerienienteeeeereereetesre e e 24

Versao 3.1 Pagina 5 de 40



ESERPRO

CP SERPRO SSL CA

6.2.2. Private Key (n out of m) Multi-person CONtIOL.........cccceeveriiierieeiieenieeieerteeieesiieeeeieeeesvaeesnsneas 24
6.2.3. Private KeY ESCIOW.....ccoiiiiiiiiiiiieieteeeccittee ettt ettt e st e e s et e s s arae e s e sreeesesnraeeeesenns 24
6.2.4. Private KeY DACKUPD.....ccutiiiiiiiiieiriieieie ettt sttt et e s ta e e s e e e s e e e sabaessabaeessnaeesssnssseeeeanns 24
6.2.5. Private Key ATCHIVAL........cooiiiiiiiiieieee ettt ettt ettt e s be e s bb e e e e 24
6.2.6. Private Key Transfer into or from a Cryptographic Module...........ccccceeeuiiiiiriiieniiniienieeieecieeeas 24
6.2.7. Private Key Storage in Cryptographic Module............cccoceriiriiiinieniniinieeeeneceeeseeeeeeee 25
6.2.8. ACUVALING Private KeYS.....ccooiiiiiiiiiiiiieiteeeeetee ettt e st e e st e e s et e e e e e e e e e eesessssssasnnnnnnes 25
6.2.9. Deactivating Private KeYS.......co ittt ettt e e e s earee e s e sraeee e e e e ees 25
6.2.10. DeStroying Private KeYS.......oouiiiiiiiiiiiieeeeteeeeeitee ettt e e e sreee s s sateeeeeeeeeesssssssasnssnnnes 25
6.3. Other Aspects of Key Pair Management.............ccceevuerierirrierienienientenieeeeseesseesesseessesssesmeesseesanee 25
6.3.1. PUDLIC K@Y ATCRIVAL .c..uviiiiiiiiiieeteeeeeeeee ettt e s s te e s sabe e e e snasrnaaee s 25
6.3.2. Certificate Operational Periods and Key Pair Usage Periods.........cc.ccoceevvervienernieneeneenieenneennnen. 25
6.4, ACHVALION DIALA....ccoitiiiiiiiiiieeiieeete ettt ettt e st e s ab e e st e e s st e e e e s semrbeeeeseennrraeeeeas 26
6.4.1. Activation Data Generation and Installation..............cocieeiuerrienieinieniieeieee ettt 26
6.4.2. Activation Data PrOteCION. ........eiiuiiiiiiiiiiieiiteetteetee ettt et e e e e s e emraee e e e e 26
6.4.3. Other Aspects of ACtiVation Data..........cceevuierieriiiinienieeieee ettt ettt be e st e ebeesaneeaas 26
6.5. Computer SeCUTILY COMIIOIS......ccccuiiiiiieriiieriieeeite et ertee st e e e sste e s steessateesbaeesssaeessseessssaesssseesas 26
6.5.1. Specific Computer Security Technical ReqUirements..............cceceevuerueneesierreenennenneeneesreneenennne 26
6.5.2. Computational Security RatiON.........ccoccuieiriiiiiiiieiiieeniieenteesiee st essteesreesiaeesreessssrsaeeeenns 27
6.6. Lifecycle Technical CONtIOlS..........ccoouiiiiiriiiiiiieetete ettt ettt st s e e e 27
6.6.1. System Development CONIOIS. ......cc.uiiriiiriieiriieiriieerite ettt rre e s srae e sbaeesteeesaseessaneeeas 27
6.6.2. Security Management CONITOL.........cc.ueruirrieriieerienieesiteerteeste et et estee st e sbessseesabeessaeeesssseeesssnees 27
6.6.3. Lifecycle SecUrity CONMIOL.........cccuiiiiiiriieiieeieeiteeie et eete et steesteesaeesteessteesseesssesseesssseassnsseasnnns 28
6.6.4. CLR Generation CONLIOIS. ........cotiveriirtiriiiieniteieeteset ettt sst et et sse et s esbee s b e sneesnee s 28
6.7. NetwOTrK SeCUTItY CONITOIS. .....uiiiriieiiieeieeriteeete et eete e st sreesste e s sate e ssateesbaeessbaeesaseessssaesnssaeens 28
6.7.2. FIFEWALL ...ttt et sttt ettt b e e b s ree s 29
6.7.3. Intrusion Detection System (IDS):...ccccuiiiiiiiiiiieiieeeieeereeeee ettt e e e s e e e sbaessseaaeeens 29
6.7.4. Unauthorized Access ReGISration.......ccceivuiiriiieriiiniieiriienieete ettt et e st ste e s ire e s aaee s 30
6.8, TIME-STAIMPING....cceiriiiieieiiiiieeeeteee et eertte e ettt e e e sttt e e e sstbteeessasteeeessteeeesssssaeesssssaeeesssssaaeessssnsnnn 30
7. CERTIFICATE, CRL AND OCSP PROFILES.......cceootiitiiirientetetenteeeneeit ettt 30
7.1, Certificate PrOfile.......cc.ooiiiuiiiieieeeee ettt ettt ettt e s 30
7.1.1. VEISION MUITIDET......coutiiitiiieieriiertteteeit ettt et ettt e b et e st esae e bt et e s bt ebesabesbeebeeaseeeabeesaseesaneesaneens 30
7.1.2. Certificate Content and Extensions; Application of RFC 5280..........cccccoverviirvienieniieeeeiieeeeenennn 30
7.1.3. Algorithm ODbject Identifiers.........ccueeiiirriiriiiieeeeeee ettt ettt e e s 33
7. 1.4, INAIME FOTTIIALS. ... eettiteeieetieieeteet ettt ettt et e et e e e s a e s bt et e s at e bt et e sae e b e e st e sae e beeabesseeeaseesnseean 33
7.1.5. INAIME TESIIICTIONS. ...eiiiuriiiiiiiiiiiiiiie ettt sr e e sa e e s sab e e aa e e s bn e e s bbb e e e e s s annaeeesennns 34
7.1.6. Certificate Policy Object IAdentifier.........cceiciiriiieiiiiiieiieeieetece ettt vae e e 34
7.1.7. Usage of the Policy Constraints EXteNSION........cccueeuerrierirrerrienieieeteneerreneesieesieereseesreeeneeenees 35
7.1.8. Policy Qualifier Syntax and SeMAaNtiCS........c.ccevuerruierieeriernieeieereeeieeseeesteeseessreeseeeseesseesssesssnnns 35
7.1.9. Processing Semantics for Critical Certificate Policies EXtensions..........ccccceeveevverreeniernveeneeennnen. 35
7.2 CRL PIOFILE.c. ettt ettt s a et st st e bt et e s bt e st e e sabeeeabeeeanees 35
7.2.1. VEISION INUITIDET....c..eeiuiiiiiiiiteiteteetet ettt ettt et e b e st sa bt esabeesbe e e beesmaesnnean 35
7.2.2. CRL and CRL ENtry EXTENSIONS. ... ..ccievtiiiiieriieeniieeniieeniteesireessiseessseessseesssseesssseeessssssssseesssnsnns 35
7.3, OCSP PIOFILE.....ieieieteeee ettt ettt et e s e et e e st e e bt e s ab e e bt e sabeesabteesanbaeesnnsaeas 36

Versao 3.1 Pagina 6 de 40



ESERPRO

CP SERPRO SSL CA

7.3.1. VETSION MUIMIDET. .....eeiiiiiiiiieeteeeee ettt sttt e st s bt e st e st e st e e s emb e e e s mneeeemneeens 36
7.3.2. OCSP EXEENSIONS. ....ciiiiiiiiiiiiiiiiiiiitiiiiie ettt ettt et as e s aa e s bt e s sbt e s s baaeeessesnnneeesssanns 36
8. CONFORMITY AUDIT AND OTHER ASSESSMENTS......ooiiiiiiiieiierieeieerteereeseeeeeeeseeesvvea e 36
8.1. Frequency and Circumstances Of ASSESSINEINLS.......cc.cecuerrerrueriererrierienreeteetesreereseesseeseesseeesseesnee 36
8.2. Identification / QUAalifiCation Of ASSESSOT.....uuuviieiiiiiiiiiriiiieeeetieeiiiirrreeeeesesessssrrteeeessssssssssssesesssssssses 36
8.3. Assessor's Relationship to Assessed ENtity.........ccccerierierierieninienieneeeeneesee et 36
8.4. Topics Covered DY ASSESSIMENL........ccccuierrieerrieerrireeriieeesiiteesreeesseessiseessseessseessssesssssesssseeessssssesees 36
8.5. Actions Taken as a Result of DefiCIenCy.........coocuerriiiriiriiiiniiiiteieetee ettt 36
8.6. CommuUuNICAtion Of RESUILS.....cccuiiiiiiiiieeiiicieeieee ettt ee et e e beessaeesbeesaseesbeessseesssaaesnns 36
9. OUTROS NEGOCIOS E ASSUNTOS JURIDICOS9. OTHER BUSINESS AND LEGAL Matters 36
9.1 RS ..ttt e e bt e e a bt e e ab e e e ab e e e e ba e e e s e enraeeeeeas 37
9.1.1. Certificate Issuance or Renewal Fees...........occoiiiiiiiiiiiiniiiiicieeeete ettt 37
9.1.2. CertifiCate ACCESS FRES...c..iiiiiiieiieteeeeteee ettt ettt ettt st et e st e s bt e e beeesaeeeee 37
9.1.3. Revocation or Status Information aACeSS Fee.........cooueiiiriiiniiinieniieieeeeeeeeee et 37
9.1.4. RAteS fOT Other SEIVICES.......eiiuiieieeiiieeiieitieeieesteeteesteeteestteesseessaesseesssassseesssesseessseesnsseeesnsseeenns 37
9.1.5. RefUNA POLICY ...eeueieiiiiiieeieeteee ettt ettt ettt e st s bt e st e e bt e sab e s be e s st e sbeeesasbeeeane 37
9.2. Financial ReSPONSIDILILY......ccccuiiiiiiiiiiiiiiieeieerteeeie ettt este e e ste e s sae e s san e e saae e sbaeesbaessasaessanenaas 37
9.2.1. INSUTANCE COVETAZE. ...ceieeurrieeeeiieeereiirteeteertteeeeireeesearteeesessraeesessrteeseansaeessesssaeesesnsstessssseeessssssnsnns 37
9.2.2. OTHET ASSOL...cueieeuieeiteeteeite et et ettt et e et e et e st e et ess e e e st e s st e s bt e s seeeaseesseeeabeeasteeaseeasee e b eeaseeeeanneeenans 37
9.2.3. Insurance or Warranty Coverage for End-Entities.........cccccoceevieriininiieniinenienieeneeesecceee e 37
9.3. Confidentiality of Business INfOrmation..........ccccciervierrieenieniiienienieesteeieeseesreeseeseeesreesneesvneeenes 37
9.3.1. Scope of Confidential INfOrmation...........cccocuiririiriieniiierieteeeeeee et 37
9.3.2. Information Not Within the Scope of Confidential Information..........cccccceeeeervieriieniieeneeniennenn. 37
9.3.3. Responsibility to Protect Confidential Information...........c.ccceeevvernieneenenieninnenieneceeeee e 37
9.4. Privacy of Personal INfOIrmMation...........cc.eeeuieriiiiiiniieeiieeie ettt e e e teesteesaeesebe e e eeveaeennaaesnns 37
9.4.1. PrIVACY PIAN....ciiiiiiiiiieiteeetee ettt ettt ettt et e st e s et e st e e bt e e s bt e e e s bbeeeenbaeenane 37
9.4.2. Information Treated as PIiVALe..........cccierierriiiiieeieeiieeieeitteete et e steesteeseeesseessseessaesssassseassssseaennns 37
9.4.3. Information not Deemed PriVate...........ccceiriiriiiinienieeieeieete ettt ettt s e et este e baee e 37
9.4.4. Responsibility to Protect Private Information...........ccccueevieerieenieeiiienieerieesieeieeseesveeseesveeseneeens 37
9.4.5. Notice and Consent to use Private Information...........cocceeveeriieriieniieniienieeteeieeiee et 37
9.4.6. Disclosure Pursuant to Judicial or Administrative PrOCESS.........ccccveevveerrieeriieeniieeniieenieesesenee 37
9.4.7. Other Information Disclosure CirCUMSIANCES..........cccueerueeruieriuerrieriieeniteseeesieessteeseesssessseessnseeenans 37
9.4.8. Relying Parties INfOrmation..........c.eccuierieeiiiiieeiiienieeieeste et esreesteeseeesteesaeeseeesaeesseasssseesssnseenns 37
9.5. Intellectual Property RIGILS.......c.cooiiiiuiiiiiiiieieeteee ettt ettt sttt e e st e e s sabeeesaes 37
9.6. Representations and WaITANTIES. .......ccccvieeriieerieeinieeenieessreessteessteesseeesseessseesssesssssssseesssssnsseeessns 37
9.6.1. CA Representations and WaITANLIS. ..........cceerverierrierieriieneinientenseesreseesseessestesseessessessessseessneesnne 38
9.6.2. RA Representations and WarTanties........c..ceeveerrueerrieerniieernieesntessseesssseesssseesssseesssseesssseesssssssees 38
9.6.3. Subscriber Representations and WarTanties..............ccecueeeeruerriereeniennieneeniensieneesseseessreessneessneesane 38
9.6.4. Relying Parties Representations and WarTanties...........c.ceecveereveerieeeniueesnieesniueesnineesssveesseessssnnnes 38
9.6.5. Representations and Warranties of Other PartiCipants............coceeeevernenienennienienenseneeseesseeenne 38
9.7. Disclaimer Of WaITaNties. .......cceecveeeiienieiiiienieeieeete et est e et e stteesteessaeebeessaessseesssessseesssesssessseesssesnnns 38
9.8. Limitations Of laDility......c.ceeieriiiiiieeiieeee ettt ettt e e s e e 38
9.9, INAOITINMILIES. .....eteieeeieeiteet ettt ettt e et et e st e bt e s it e e bt esab e e bt e eae e e st e sate e beeease e seesneesanneeenans 38
9.10. Term and TeIMNAtION. ..c..cccutrrtertirieetenterte ettt esr st sst et et e sreebesatesaeebeestesbeesareesseeeseesanee 38

Versao 3.1 Pagina 7 de 40



ESERPRO

CP SERPRO SSL CA

910, 0. TOIMN..eeetiitieeeeeiitee e ettt e ettt e e e ettt e e e sttt e e s s sabteeeesabaeeessssbaaeessssbaeeasansaaessasssaaeessasssssssaaaaaaaeeeeesssnnnnn 38
9.10.2. TeIrMUINALION. ...ciiuiiiiiieiiiieiire ettt e ba e s b e e s ba e e s bs e e sbe e s s asaaeeeessasranaeesas 38
9.10.3. Effect of Termination and SUIVIVAaL...........ccceeeueeiiiiriiiriienieeieeeie et eseeeteesteereesreeseeeseeeessvaeeeans 38
9.11. Individual Notices and Communications with Participants............ccceceeevueerieniennienieeniieeenieeene 38
9.12. ATNENAIMENLS. ....veieireerireeriiieeriteesiteeesiteeesiteeesreesssseesssseesssseessssesssssesssssesssseesssseesssssesssssessssessssssesnsnns 38
9.12.1. Procedure for AIMENAIMENTS. ........eevutirierriierieeiteste et este et esteebeesatesbeesatesbeesaeessseesssesseessaeesans 38
9.12.2. Notification Mechanism and Periods...........cccueeueerirriiieiienieeieeeieesieesee e eseeesreereeesvaeaenaes 38
9.12.3. Circumstances Under Which the OID Must be Changed...........c.ccceecteriiiniinieeiniiieirieeeieeene 38
9.13. Dispute Resolution PrOVISIONS. .......cc.ciiiitiriieiniieeniiieeniieeesieeesteessreessaeesaseesseessseesssseeessssssnseesns 38
9.14. GOVEININE LAW...etiiiiiiiiiiiiieeeett ettt ettt e sttt e e et e e s e aae e e s eabb e e e s e ssabeeteeeeeeeaeessssnnnns 38
9.15. Compliance With APPliCable Law......c.couuiiiriiiiniiieiiiecieeecieeeteeete et see s e e s s sbaeaeeeas 38
9.16. MiSCellaneous PrOVISIONS. ......cccutirierriierieeiteetee it ste et ste et et e st e st e st e e satesbeesstessbeesseesaseenaeeesnns 38
9.16.1. ENUTE AGIEOIMENL. c..uueveeeieirreeeeeiiteeeeeiieeeeesrteeeesiseeeesssreeeesssteeesssssseessssssteesssssssssssseeeeeesessssssssnns 38
9.16.2. ASSIGIITIONL. ....eveeiiuireeeieiitteeeeitteeeeeiteeeseetteeeeentteeeeasraeeesenrteesesnnateeesassaaessensraeesesnraneesasnrnaeesssesenns 39
9.16.3. SEVETADIIILY..cccuiiiiiiiieiieeeteeeteee ettt s e e et e e te e s ab e e e aae e e e bbaeeeseearraeeeeens 39
9.16.4. Enforcement (attorneys' fees and waiver of rights).........ccoceeviiriiiiiiiniinniiee e, 39
9.16.5. FOTCE IMAJEUTE........eeiiiiiiieieeiiteeeeriteee ettt e e ettt e e s satteeessasteesesasteeessasaaeesesnsteeeessasssaaeaaaaeeeeesssnnnnnn 39
9.17. Other PrOVISIONS. .....ceitiiiiiiiriietieteeterttee ettt sttt et sttt et st sbe et st esbeesbe st e sae e bt sstesneessesaneenas 39
10. Referenced dOCUMENLS. .........ccciieiieiieeieeeteeieesteete et eeteeseessteestteesbeesseessseesssassseenssesssseessnsseesssseenn 39
11. REFERENCIAS BIBLIOGRAFICAS.......cuueiueireereeeneeseeeesseeseseesssessesssssssessssssesssessesssessssssessessesnns 40

Versao 3.1 Pagina 8 de 40



ESERPRO

Review Control

CP SERPRO SSL CA

Ver. Review Date Staff Status Changes

1.0 01/09/2019 Lucia Castelli Draft Inicial

1.0 01/09/2019 Osni Bunn Approved

1.1 22/11/2019 Lucia Castelli Revision Addition
statements  from
CabForum 1.6.6.

1.1 22/11/2019 Osni Bunn Approved

1.2 26/02/2020 Lucia Castelli Revision Update url - Frauds

1.2 26/02/2020 Osni/Alice Approved

1.3 13/03/2020 Lucia Castelli Revision Updated de
distribution point of
CRL: — Section
7.1.2 “d”

1.3 13/03/2020 Alice Vasconcellos | Approved

2.0 12/05/2020 Lucia Castelli Revision Updated URL OCSP
and OID OV SSL;
Update with itens
from Resolution
156 and 169 (ICP-
BRASIL).

20 12/05/2020 Alice Vasconcellos | Approved

3.0 Novembro/2020 Lucia Castelli Revision Update with section
from Resolution
179(ICP_BRASIL)

3.0 Novembro/2020 Alice Vasconcellos | Approved

3.1 June/2021 Lucia Castelli Revision Update Reference
for ITI documents;

3.1 June/2021 Alice Vasconcellos | Approved

Versao 3.1

Pagina 9 de 40



ESERPRO

CP SERPRO SSL CA

1. INTRODUCTION

1.1. Overview

() (“This document establishes the requirements that must be observed by SERPRO SSL CA, part of
the Brazilian Public Key Infrastructure - ICP-Brasil in the elaboration of its Certificate Policy — CP.

1.1.2. CP SERPRO SSL, developed within the scope of ICP-Brasil, must adopt the structure of the
MINIMUM REQUIREMENTS FOR CERTIFICATE POLICIES IN ICP-BRASIL (DOC-ICP-04), as well
as following the updates of the documents of the WebTrust Principles and Criteria [6 ] and CA /
Browser Forum publications [7].

In the event of any inconsistency between that document and the requirements of the CA / Browser
Forum [7], these will take precedence over the document.

1.1.3. The structure of this CP is based on RFC 3647.

1.1.4. This document is part of the ICP-Brasil set and other regulations referenced in the other rules of
ICP-Brasil are referenced in it, as specified in item 10.

1.1.5. The type of certificate issued under this CP is Type A1;
1.1.6. Not applicable

1.1.7. Not applicable

1.1.8. Not applicable

1.1.9. Not applicable

1.1.10. Not applicable

1.1.11. Not applicable

1.1.12. Not applicable

1.2. Document Name and Identification

1.2.1. This CP complies with the recommendations of ICP-Brasil for issuing type A1 signature
certificates.

1.2.2. After the SERPRO SSL CA accreditation process, the following OID was assigned to this
Certification Policies, within the scope of ICP-Brasil;

Certificate Type OID
A1 2.16.76.1.2.1.105.

* Our translation from — https.//repositorio.serpro.gov.br/docs/CP_SERPRO_SSL _CA.pdf, §
1.2”).
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1.3. PKI Participants - ICP-Brasil
1.3.1. Certification Authority

(*) (“1.3.1.1. SERPRO SSL Certification Authority (SERPRO SSL CA) is part of the Brazilian Public
Key Infrastructure, ICP-Brasil, under the hierarchy of the Brazilian Root Certification Authority.

1.3.1.2 This CP is implemented by the SERPRQO SSL Certification Authority whose CPS is published
on its website at the following address: https://repositorio.serpro.gov.br/docs/dpcserprossl.pdf.

1.3.2. Registration Authorities

1.3.2.1. The Registration Authority, involved in issuing SSL certificates, meets and follows the
requirements established in sections 4.2 and 5.3 of this document.

The web page (URL) is https.//certificados.serpro.gov.br/serprossl where the data below referring to
the Registration Authorities, responsible for the processes of receiving, validating and forwarding the
request for issuance or revocation of digital certificates, and identification of their applicants:

a) list of all accredited RA, with information on the CP they implement;

b) list of RA that have been disqualified from the CA chain, with the respective date of
disqualification;
1.3.3. Subscribers

The Certificates issued by the CA are for equipment or applications, with individuals and companies
holding the certificates.

As the certificate holder is a legal entity, an individual will be designated as responsible for the
certificate, who will be the holder of the private key.

Preferably, the legal representative of the legal entity or one of its legal representatives will be
designated as responsible for the certificate.

1.3.4. Relying Parties

A Relying party is any natural person or legal entity that relies on a Valid OV SSL Certificate issued by
SERPRO SSL CA. Relying Parties are responsible for verifying the validity of the Certificates.

1.3.5. Certificate Managers

As part of this CP, a Certificate Manager is a natural person who is either Applicant, employed by
Applicant, or an authorized agent who has express authority to represent Applicant and is responsible
for the use of the certificate (and associated private key).
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1.3.6. Other Participants

1.3.5.1. CA uses the Federal Data Processing Service (SERPRO - Servico Federal de
Processamento de Dados) as a Service Provider Support Service - PSS, Biometric Service Provider -
PSBio and Service Provider Trust - PSC, as available at: https://certificados.serpro.gov.br/serprossl.

Other groups that participated in the development of the Cab / Browser requirements Forum([15]
include AICPA / CICA, which is the task force of WebTrust for AC and ETSI ESI. The participation of
such groups does not imply endorsement, recommendation or approval of the final product.

* Qur translation from — https://repositorio.serpro.qgov.br/docs/CP_SERPRO_SSL_CA.pdf, §
1.3”).
1.4. Certificate Usage

1.4.1. Appropriate Certificate Usage

(*) (“1.4.1.1. The certificates issued under this CP are suitable for use only in the applications
presented in the table described below:

Certified Policies Aplicacbes Apropriadas

CP SERPRO SSL CP A1 Certificates issued under this policy are
considered suitable for electronic signature, non-
retractability, integrity and authentication.
They can be used in the following applications:

* Confirmation of Identity on the web;

e E-mail;

* On-Line Transactions;

* Virtual Private Network (VPN);

* Electronic Transactions;

* Creating a session key and signing electronic
documents with verification of the integrity of
your information.

1.4.1.2. Applications and other programs that support the use of a digital certificate of a certain type,
contemplated by ICP-Brasil, must accept any certificate of the same type, or higher, issued by any CA
accredited by AC Raiz.

1.4.1.3. Applications for the certificate defined on this PC must take into account the security level
provided for the type of certificate. This level of security is characterized by the minimum requirements
defined for aspects such as: cryptographic key size, key storage media, key pair generation process,
certificate holder identification procedures, frequency of issuing the corresponding Revoked Cettificate
List ( CRL) and extension of the certificate validity period.

1.4.1.4. Type A1 certificates are used in applications such as identity verification and electronic
document signing with verification of the integrity of your information.
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1.4.2. Prohibited Certificate Uses

Certificate use is restricted by using Certificate extensions on key usage and extended key usage.
Any usage of the Certificate inconsistent with these extensions is not authorized

There are no restrictions or prohibitions on the use of certificates issued by that CA.

SSL certificates issued under this CPS do not guarantee that the equipment on which the certificate
was installed is not free from defects, malware or viruses.

* Our translation from — https.//repositorio.serpro.gov.br/docs/CP_SERPRO_SSL _CA.pdf, §
1.4”).

1.5. Policy Administration

(*) (“This CPS is administered by SERPRO — Servigo Federal de Processamento de Dados(Brazil) is
a government entity of Brazil.

1.5.1. Organization Administering the Document
The organization administering the CP/CPS is SERPRO

1.5.2. Contact Person

a) Subscribers, Relying Parties, Application Software Suppliers, and other third parties can
submit an e-mail to:

Name: Pedro Moacir Rigo Motta

Address: SGAN 601, Module V, Asa Norte, Brasilia, Federal District, CEP 70.836-900.
Email: certificates@serpro.gov.br

Phone: +556120217957

b) Certificate Problem reports of suspected Private Key Compromise, Certificate misuse, or
other types of fraud, compromise, misuse, inappropriate conduct, or any other matter related to
Certificates via e-mail or webpage:

Web page: https://atendimento.serpro.gov.br/certificacaodigital

E-mail: css.serpro@serpro.gov.br
Phone: +55 08007282323

1.5.3. Person Determining CP/CPS Suitability for the Policy
Name: Pedro Moacir Rigo Motta

Phone: +55 61 20217957

Email: certificates@serpro.qgov.br
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1.5.4. CPS Approval Procedures

ITI(National Institute of Information Technology(https.//www.gov.br/iti/en) will approve the CP/CPS,
along with any amendments.

Any amendments made to the CP/CPS will be reviewed by the Certificate Policy Authority(ITl) for
consistency with the practices that are implemented prior to its approval.

Changes made will be tracked within the revision table - Review Control.

* Our translation from — https://repositorio.serpro.gov.br/docs/CP_SERPRO_SSL_CA.pdf, § 1.57).

1.6. Acronyms

SIGLA DESCRIGAO

CA Certification Authorites

ACME Automatic Certificate Management Environment

AC Raiz Autoridade Certificadora Raiz da ICP-Brasil

ACT Autoridade de Carimbo do Tempo

AICPA American Institute of Certified Public Accountants

AR Autoridades de Registro

CAA Certification Authority Authorization

ccTLD Country Code Top-Level Domain

CEl Cadastro Especifico do INSS

CF-e Cupom Fiscal Eletrénico

CG ICP-Brasil Comité Gestor da ICP-Brasil

CICA Canadian Institute of Chartered Accountants

CMM-SEI Capability Maturity Model do Software Engineering Institute
CMVP Cryptographic Module Validation Program

CN Common Name

CNE Carteira Nacional de Estrangeiro

CNPJ Cadastro Nacional de Pessoas Juridicas

COSO Comitee of Sponsoring Organizations

CPF Cadastro de Pessoas Fisicas

CS Code Signing

DMZ Zona Desmilitarizada

DN Distinguished Name

DNS Domain Name System

DPC Declaragao de Praticas de Certificagao

ETSI European Telecommunications Standards Institute

ESI Electronic Signatures and Infrastructures

EV Extended Validation (WebTrust for Certification Authorities)
FIPS (US Government) Federal Information Processing Standard
FQDN Fully Qualified Domain Name

Versao 3.1
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IANA Internet Assigned Numbers Authority

ICANN Internet Corporation for Assigned Names and Numbers
ICP-Brasil Infraestrutura de Chaves Publicas Brasileira

IDS Intrusion Detection System

IEC International Electrotechnical Commission

IETF PKIX Internet Engineering Task Force - Public-Key Infrastructured (X.509)
INMETRO Instituto Nacional de Metrologia, Qualidade e Tecnologia
1ISO International Organization for Standardization

ITSEC European Information Technology Security Evaluation Criteria
ITU International Telecommunications Union

LCR Lista de Certificados Revogados

NBR Norma Brasileira

NIS Numero de Identificagdo Social

NIST National Institute of Standards and Technology

OCSP Online Certificate Status Protocol

OID Object Identifier

OM-BR Objetos Metroldgicos ICP-Brasil

ou Organization Unit

PASEP Programa de Formagéao do Patriménio do Servidor Publico
PC Politicas de Certificado

PCN Plano de Continuidade de Negdcio

PIS Programa de Integracédo Social

POP Proof of Possession PS Politica de Seguranca

PSS Prestadores de Servigo de Suporte

RFC Request For Comments

RG Registro Geral

SAT Sistema de Autenticagédo e Transmissao

SNMP Simple Network Management Protocol

SSL Secure Socket Layer

TCSEC Trusted System Evaluation Criteria

TSDM Trusted Software Development Methodology

UF Unidade de Federagéo

URL Uniform Resource Locator

* Qur translation from — https://repositorio.serpro.gov.br/docs/CP_SERPRO_SSL_CA.pdf, §

1.6”).

2. PUBLICATION AND REPOSITORY RESPONSIBILITIES
The follow items bellow, refer to § 2 CPS:

Versao 3.1
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2.1. Repositories

2.2. Publication of Certificate Information

2.3. Access Controls on Repositories

2.4. Time or Frequency of Publication

3. IDENTIFICATION AND AUTHENTICATION

The follow items bellow, refer to § 3 CPS

3.1. Naming

3.1.1. Types of names

3.1.2. Need for Names To Be Meaningful

3.1.3. Anonymity or Pseudonymity of Subscribers

3.1.4. Rules For Interpreting Various Names Forms

3.1.5. Uniqueness of Names

3.1.6. Recognition, Authentication, and Role of Trademarks
3.1.7. Trademark Recognition

3.2. Initial Identity Validation

3.2.1. Method to Prove Possession of Private Key

3.2.2. Authentication of Organization Identity

3.2.3. Authentication of Individual Identity

3.2.4. Non-Verified Subscriber Information

3.2.5. Validation of Authority

3.2.6. Criteria for Interoperation

3.2.7. Device or Application Authentication

3.2.8. Complementary procedures

3.3. Identification and authentication for Re-Key Requests

3.3.1. Identification and Authentication For Routine Re-Key
3.3.2. Identification and Authentication for Re-Key After Revocation
3.4. Identification and Authentication for Revocation Request
4. CERTIFICATE LIFE-CYCLE OPERACIONAL REQUIREMENTS
The follow items bellow refer to § 4 CPS
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4.1. Certificate Application
4.1.1. Who Can Submit a Certificate Application

4.1.2. Enrollment Process and Responsibilities

4.2. Certificate Application Processing

4.2.1. Performing Identification and Authentication Functions
4.2.2. Approval or Rejection of Certificate Applications

4.2.3. Time to Process the Certificate Applications

4.2.4. Certificate Authority Authorisation (CAA)

4.3. Certificate Issuance

4.3.1. CA actions During Certificate Issuance

4.3.2. Notifications to Subscriber By the CA of Issuance of certificate
4.4. Certificate Acceptance

4.4.1. Conduct Constituting Certificate Acceptance

4.4.2. Publication of the Certificate by the CA

4.4.3. Notification of Certificate Issuance by the ca to other entities
4.5. Key pair and Certificate Usage

4.5.1. Subscriber Private Key and Certificate Usage

4.5.2. Relying Party Public Key and Certificate Usage

4.6. Certificate Renewal

4.6.1. Circumstances for Certificate Renewal

4.6.2. Who May Request Renewal

4.6.3. Processing Certificate Renewal Requests

4.6.4. Notification of New Certificate Issuance to Subscriber

4.6.5. Conduct Constituting Acceptance of a Renewal Certificate
4.6.6. Publication of the Renewal Certificate by CA

4.6.7. Notification of Certificate Issuance by the CA to Other Entities
4.7. Certificate Re-key

4.7.1. Circumstances for Certificates Re-Key

4.7.2. Who May Request Certification of a New Public Key
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4.7.3. Processing Certificate Re-Keying Request

4.7.4. Notification of New Certificate Issuance to Subscriber

4.7.5. Conduct Constituting Acceptance of a Re-Keyed Certificate
4.7.6. Publication of a new CA certified key

4.7.7. Notification of Certificate Issuance By the CA to Other Entities
4.8. Certificate Modification

4.8.1. Circumstances for Certificate Modification

4.8.2. Who May Request Certificate Modification

4.8.3. Processing Certificate Modification Requests

4.8.4. Notification New Certificate Issuance to Subscriber

4.8.5. Conduct Constituting Acceptance of Modified Certificate
4.8.6. Publication of the Modified Certificate by the CA

4.8.7. Notification of Certificate Issuance by the CA to Other Entities
4.9. Certificate Revocation and Suspension

4.9.1. Circumstances for revocation

4.9.2. Who Can Request Revocation

4.9.3. Procedure for Revocation Request

4.9.4. Revocation Request Grace Period

4.9.5. Time Within Which CA Must Process the Revocation Request
4.9.6. Revocation Checking Requirements for Relying Parties

4.9.7. CRL Issuance Frequency

4.9.8. Maximum Latency for CRLs

4.9.9. Online Revocation / Status Check Availability

4.9.10. Online Revocation Checking Requirements

4.9.11. Other Forms of Revocation Advertisements Available

4.9.12. Special Requirements Related of Key Compromise

4.9.13. Circumstances For Suspension

4.9.14. Who can request suspension

4.9.15. Procedure for Suspension Request
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4.9.16. Limits on Suspension Period

4.10. Certificate Status Services

4.10.1. Operational Characteristics

4.10.2. Services Availability

4.10.3. Operational features

4.11. End of Subscription

4.12. Key Escrow and Recovery

4.12.1. Key recovery and custody policy and practices

4.12.2. Session Key Encapsulation and Recovery Policy and Practices

5. FACILITY, MANAGEMENT, AND OPERATIONAL CONTROLS
The follow items bellow refer to § 5 CPS
5.1. Physical Control

5.1.1. Site Location and Construction
5.1.2. Physical Access

5.1.2.1. Access Levels

5.1.2.2. Physical detection system
5.1.2.3. Access Control System

5.1.2.4. Emergency mechanisms

5.1.3. Power and Air Conditioning
5.1.4. Water Exposures
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5.1.5. Fire Prevention and Protection

5.1.6. Media Storage

5.1.7. Waste Disposal

5.1.8. Off-Site Backup

5.2. Procedural Controls

5.2.1. Trusted Roles

5.2.2. Number of Persons Required per Task

5.2.3. Identification and Authentication for Each Role
5.2.4. Roles Requiring Separation of Duties

5.3. Personnel Controls

5.3.1. Qualifications, Experience, and Clearance Requirements
5.3.2. Background Check Procedures

5.3.3. Training Requirements and Procedures

5.3.4. Retraining Frequency and Requirements

5.3.5. Job Rotation Frequency and Sequence

5.3.6. Sanction for Unauthorized Actions

5.3.7. Independent Contractor Requirements

5.3.8. Documentation Supplied to Personnel

5.4. Audit Logging Procedures

5.4.1. Types of Event Recorded

5.4.2. Frequency of Processing and Archiving Audit Logs
5.4.3. Retention Period for Audit Logs

5.4.4. Protection of Audit Log

5.4.5. Audit Log Backup Procedures

5.4.6. Audit Collection System (Internal Vs. External)
5.4.7. Notification of Event-Causing Subject

5.4.8. Vulnerability Assessments5.5. Records Archival
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5.5.1. Types of Records Archived

5.5.2. Retention Period for Archive

5.5.3. Protection of Archive

5.5.4. Archive Backup Procedures

5.5.5. Requirements for Time-Stamping of Records

5.5.6. Archive Collection System (Internal or External)

5.5.7. Procedures to Obtaing and verife Archive Information
5.6. Key Changeover

5.7. Compromise and Disaster Recovery

5.7.1. Incident and Compromise Handling Procedures

5.7.2. Recovery Procedures if Computing Resources, Software, and/or Data Are
Corrupted

5.7.3. Recovery Procedures After Key Compromise
5.7.3.1. Entity certificate is revoked
5.7.3.2. Entity key is compromised

5.7.4. Business Continuity Capability after Disaster
5.8. CA or RA Termination

6. Technical Security Controls
6.1. Key Pair Generation and Installation
6.1.1. Key Pair Generation

(*) (“6.1.1.1. The CA key pair is generated by the CA itself, in a cryptographic hardware module with
FIPS 140-1 level 3 security standard, using RSA algorithm for generating the key pair and 3-DES
algorithm for its protection, after the approval of the request for accreditation and the subsequent
authorization to operate within the scope of ICP-Brasil. The generation is through a ceremony with the
participation of CA personnel with a reliable function to execute the key generation script and the
participation of qualified auditors.

6.1.1.2. The Certificate Holder generates the key using applications for this purpose. When the
certificate holder is a legal entity, it will indicate by its legal representative (s), the person responsible
for the generation of the cryptographic key pairs and for the use of the certificate.

The private key is stored using:

* For individual or legal certificates, the applicant must store the private key with a high level of
security, this is protected by a password.
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The CA recommends that the private key be backed up, thereby preventing loss of the certificate.

6.1.1.3. The algorithm to be used for the cryptographic keys of certificate holders adopts the RSA
standard as defined in the document ICP-BRASIL STANDARDS AND CRYPTOGRAPHIC
ALGORITHMS [1].

The CA rejects a certificate request if the requested public key does not meet the requirements set out
in sections 6.1.5 and 6.1.6. If you have a private key, we require the signature suite sha2WithRSA,
according to ICP-Brasil guidelines.

6.1.1.4. When generated, the private key of the titleholder is recorded encrypted, by a symmetric
algorithm approved in the document |ICP-Brasii STANDARDS AND CRYPTOGRAPHIC
ALGORITHMS [1], in the storage medium defined for each type of certificate A1 provided by ICP-
Brasil.

6.1.1.5. The private key travels encrypted, using the same algorithms mentioned in the previous
paragraph, between the generating device and the media used for its storage.

6.1.1.6. The private key storage media ensures, by appropriate technical and procedural means, at a
minimum that:

a) the private key is unique and its secrecy is sufficiently assured;

b) the private key cannot, with reasonable security, be deducted and must be protected against
forgeries carried out using currently available technologies; and

c) the private key can be effectively protected by the legitimate holder against use by third
parties.

6.1.1.7. This storage medium does not modify the data to be signed, nor does it prevent such data
from being presented to the signatory prior to the signature process.

* Our translation from — https://repositorio.serpro.gov.br/docs/CP_SERPRO_SSL_CA.pdf, § 6.1.1.7).

6.1.2. Private Key Delivered to Subscriber

Parties other than the Subscriber not archive the Subscriber Private Key without authorization by the
Subscriber.

(*) ““6.1.2. It is the sole responsibility of the certificate holder to generate and keep his private key. If
the CA is notified that a certificate's private key has been passed on to an unauthorized person or
organization, the CA will arrange for the immediate revocation of the referring public key.

* Our translation from — https://repositorio.serpro.gov.br/docs/CP_SERPRQO_SSL_CA.pdf, § 6.1.2”).

6.1.3. Public Key Delivery to Certificate Issuer

(*) (“Public keys are delivered to the CA through an online exchange using automatic functions from

the CA's certification software.
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The certificate request message follows the PKCS # 10 format, which includes, in the message itself,
its digital signature, made with the private key corresponding to the public key contained in the
request.

* Our translation from — https://repositorio.serpro.gov.br/docs/CP_SERPRO _SSL CA.pdf, § 6.1.3.”)
6.1.4. Public Key Available to Certificate Issuer

() (“The ways to make the CA certificate available, and all certificates in the certification chain, to CA
certificate issuer include:

a) When a certificate is made available to its subscriber, the PKCS # 7 standard, defined in the
STANDARDS AND CRYPTOGRAPHIC ALGORITHMS OF ICP-BRASIL [9] will be used;

b) CA website https://certificados.serpro.gov.br/serprossil.
c) Other safe means approved by the CG of ICP-Brasil.

* Our translation from — https://repositorio.serpro.gov.br/docs/CP_SERPRO_SSL_CA.pdf, § 6.1.4).

6.1.5. Key sizes

(*) (“6.1.5.1. The size of the cryptographic keys associated with the certificates issued by the CA is, at
least, L = 2048 bits;

6.1.5.2. The algorithms and the size of the keys used in the different types of ICP-Brasil certificates
are defined in the document ICP-BRASIL STANDARDS AND CRYPTOGRAPHIC ALGORITHMS [1].

* Our translation from — https://repositorio.serpro.qov.br/docs/CP_SERPRQO_SSL_CA.pdf, § 6.1.5.1").

6.1.6. Public Key Parameters Generation and Quality Checking

(*) (“The parameters for generating asymmetric CA keys follow the pattern defined in the document
STANDARDS AND CRYPTOGRAPHIC ALGORITHMS OF ICP-BRASIL[9].

* Our translation from — https://repositorio.serpro.gov.br/docs/CP_SERPRO_SSL_CA.pdf, § 6.1.6”).

6.1.7. Key Usage Purposes(AS PER X.509 V3 KEY USAGE FIELD)

(*) (“The certificates issued on this CP have activated the bits digitalSignature e keyAgreement.

* Our translation from — https://repositorio.serpro.gov.br/docs/CP_SERPRO_SSL_CA.pdf, § 6.1.7").
6.2. Private Key Protection and Cryptographic Module Engineering Controls

(*) (“The CA's private key is generated, stored and used only on specific cryptographic hardware,
therefore there is no traffic at any time.
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6.2.1. Cryptographic Module Standards and Controls

6.2.1.1. The CA's asymmetric key generation cryptographic module adopts the standard defined in the
document STANDARDS AND CRYPTOGRAPHIC ALGORITHMS OF ICP-BRASIL[9].

6.2.1.2. The certificate subscribers' cryptographic key generation modules are those defined in the
document STANDARDS AND CRYPTOGRAPHIC ALGORITHMS OF ICP-BRASIL[9] - Each
implemented CP specifies the additional applicable requirements.

* Our translation from — https://repositorio.serpro.gov.br/docs/CP_SERPRO SSL CA.pdf, § 6.2.17).

6.2.2. Private Key (n out of m) Multi-person Control

(%) (“6.2.2.1. The CA implements multiple control for the activation and deactivation of its private key
through physical access controls and the certification software.

(7P} (/e

6.2.2.2. A minimum of 2 (two) subscribers of the activation key (“n”) from a group of 15 (fifteen) (“m’) is
required to activate the CA key.

* Our translation from — https.//repositorio.serpro.gov.br/docs/CP_SERPRQO_SSL CA.pdf, § 6.2.2.7).

6.2.3. Private Key Escrow
SERPRO SSL CA does not escrow Private Keys for any reason.

6.2.4. Private key backup
(*) (“6.2.4.1. Any certificate holder may, at its discretion, keep a backup copy of its own private key.

6.2.4.2. The CA does not keep a backup copy of the private key of the holder of a digital signature
certificate issued by it.

6.2.4.3. Not applicable.
6.2.4.4. Not applicable.

* Our translation from — https://repositorio.serpro.gov.br/docs/CP_SERPRO_SSL_CA.pdf, § 6.2.4.”).
6.2.5. Private Key Archival

(*) (“6.2.5.1. The private keys of the certificate subscribers issued by the CA are not archived.

6.2.5.2. Archiving is defined as storing the private key for future use, after the period of validity of the
corresponding certificate.

* Our translation from — https://repositorio.serpro.gov.br/docs/CP_SERPRO_SSL_CA.pdf, § 6.2.5)".

6.2.6. Private Key Transfer into or from a Cryptographic Module

(*) (“The CA's private key is inserted into the cryptographic module in accordance with RFC 4210 and
6712.

* QOur translation from — https.//repositorio.serpro.gov.br/docs/CP_SERPRQO_SSL_CA.pdf,, § 6.2.6)”
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6.2.7. Private Key Storage in Cryptographic Module
Referto §6.1.1.1. (CP)
6.2.8. Activating Private Keys

(*) (“The private key is activated upon password requested by the private key protection software. The
password must be created and maintained only by the Certificate Holder, and for their exclusive use
and knowledge.

The Certificate Holder must adopt a password to protect the private key, and it is recommended that
passwords be changed at least every 3 months.

* QOur translation from — https.//repositorio.serpro.gov.br/docs/CP_SERPRQO_SSL _CA.pdf, § 6.2.8)”
6.2.9. Deactivating Private Keys

(*) (“The deactivation of the private key occurs when the “browser” used to establish a secure
connection is closed.

* QOur translation from — https.//repositorio.serpro.gov.br/docs/CP_SERPRQO_SSL_CA.pdf,, § 6.2.9)”

6.2.10. Destroying Private Keys

(*) (“The removal of the key from the certificate's storage media must be done through options
provided by the browser used to generate the key pair. The option allows you to delete the private key.

* Our translation from — https://repositorio.serpro.gov.br/docs/CP_SERPRQO_SSL CA.pdf, § 6.2.10)
6.3. Other Aspects of Key Pair Management
6.3.1. Public Key Archival

(*) (“The CA stores the public keys of the CA itself and of the certificate holders, as well as the CRLs
issued, after the expiration of the corresponding certificates, permanently, for verification of signatures
generated during their validity period.

* Our translation from — https://repositorio.serpro.gov.br/docs/CP_SERPRQO_SSL_CA.pdf, § 6.3.17).
6.3.2. Certificate Operational Periods and Key Pair Usage Periods

(*) (“6.3.2.1. The private key of the CA and the certificate holders issued by it are used only during the
validity period of the corresponding certificates. The CA's public key can be used during the entire
period of time determined by the applicable legislation, for verification of signatures generated during
the validity period of the corresponding certificate.

6.3.2.2. Not applicable.
6.3.2.3. Type A1 cettificates, provided for in this CP, are valid for up to 1 year.
6.3.2.4. Not applicable.
6.3.2.5. Not applicable.
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* Our translation from — https://repositorio.serpro.gov.br/docs/CP_SERPRQO_SSL_CA.pdf, § 6.3.2)
6.4. Activation Data

() (“In the following items, the general security requirements regarding the activation data are
described. Activation data, distinct from cryptographic keys, are those required for the operation of
some cryptographic modules. Each implemented PC must describe the specific applicable
requirements.

* Our translation from — https://repositorio.serpro.gov.br/docs/CP_SERPRQO _SSL CA.pdf, § 6.4”).
6.4.1. Activation Data Generation and Installation
(*) (“CA private key activation data is unique and random.

* Our translation from — https://repositorio.serpro.gov.br/docs/CP_SERPRO_SSL_CA.pdf, § 6.4.1°).

6.4.2. Activation Data Protection

(*) (“CA activation data is protected against unauthorized use by individual cryptographic cards with
password and is stored in a level 6 security environment.

* Our translation from — https.//repositorio.serpro.gov.br/docs/CP_SERPRQO_SSL CA.pdf, § 6.4.2).
6.4.3. Other Aspects of Activation Data

Not applicable

6.5. Computer Security Controls

6.5.1. Specific Computer Security Technical Requirements

() (“6.5.1.1. The CA ensures that the generation of its key pair is performed in an offline environment,
to prevent unauthorized remote access.

6.5.1.2. The general requirements for computational security of the equipment where the
cryptographic key pairs of the certificate subscribers issued by the CA are generated are described in
the implemented CP.

6.5.1.3. The server computers used by the CA, directly related to the processes of issuing, issuing,
distributing, revoking or managing certificates, implement, among others, the following characteristics:

a) Control of access to CA services and profiles;
b) Clear separation of tasks and attributions related to each qualified profile of the CA;
¢) Restricted access to the CA databases;

d) Use of encryption for database security, when required by the classification of your
information;

e) Generation and storage of CA audit records;

f) Internal security mechanisms to guarantee the integrity of data and critical processes; and
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g) Mechanisms for backup copies (backup).

6.5.1.4. These characteristics are implemented by the operating system or by combining it with the
certification system and with physical security mechanisms.

6.5.1.5. Any equipment, or part of it, when sent for maintenance has the sensitive information
contained therein erased and input and output control is carried out, recording the serial number and
the dates of sending and receiving. Upon returning to the facilities where the equipment used to
operate the AC resides, the equipment that has undergone maintenance is inspected. In all equipment
that is no longer used permanently, all stored sensitive information relating to the activity of the CA is
permanently destroyed. All of these events are recorded for audit purposes.

6.5.1.6. Any equipment incorporated into the CA is prepared and configured as provided for in the
implemented security policy or in another applicable document, in order to present the level of security
necessary for its purpose.

* Our translation from — https.//repositorio.serpro.gov.br/docs/CP_SERPRQO_SSL CA.pdf, § 6.5.17).
6.5.2. Computational Security Ration
Not applicable

6.6. Lifecycle Technical Controls
6.6.1. System Development Controls
(*) (“6.6.1.1. The CA has a SERPRO Digital Certification System, developed in open code.

All customizations are carried out initially in a development environment and after completion of the
tests it is placed in an approval environment. Finishing the approval process for customizations, the
Data Center Manager assesses and decides when the implementation will be in the production
environment.

6.6.1.2. The design and development processes conducted by the CA provide sufficient
documentation to support external safety assessments of the CA components.

* Our translation from — https://repositorio.serpro.gov.br/docs/CP_SERPRQO_SSL_CA.pdf, § 6.6.1").

6.6.2. Security Management Control

() (“6.6.2.1. System security administration is controlled by the privileges assigned to operating
system accounts, and by the trusted roles described in item 5.2.1.

6.6.2.2. Configuration management, for the installation and continuous maintenance of the certification
system used by the CA, involves testing planned changes in the Development and Homologation
Environment, isolated, before their implementation in the Production environment, including the
following activities:

a) Installation of new versions or updates in the products that constitute the platform of the
certification system;
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b) Implementation or modification of Certification Authorities with customizations of certificates,
web pages, scripts etc;

c) Implementation of new operational procedures related to the processing platform including
cryptographic modules; and

d) Installation of new services on the processing platform.

* Our translation from — https://repositorio.serpro.gov.br/docs/CP_SERPRQO_SSL CA.pdf, § 6.6.2).
6.6.3. Lifecycle Security Control

Not applicable

6.6.4. CLR Generation Controls

(*) (““Before being published, all CRL generated by the CA must be checked for consistency of their
content, comparing it with the expected content in relation to the CRL number, date / time of issue and
other relevant information.

* Our translation from — https://repositorio.serpro.gov.br/docs/CP_SERPRO_SSL_CA.pdf, § 6.6.4°).

6.7. Network Security Controls

The follow items bellow refer to § 7 CPS
6.8. Time-Stamping

Not Applicable

7. CERTIFICATE, CRL AND OCSP PROFILES

(*) (“The following items specify the formats of certificates and CRL/OCSP generated according to this
CP. Information about adopted standards, their profiles, versions and extensions is included.

The minimum requirements established in the following items are obligatorily met in all types of
certificates accepted under ICP-Brasil.

The AC meets all the requirements established in items 2.2, 6.1.5. and 6.1.6. of this PC.

* Our translation from — https.//repositorio.serpro.gov.br/docs/CP_SERPRO_SSL _CA.pdf, §
7).

7.1. Certificate Profile

(*) (“All certificates issued by the CA under this CP conform to the format defined by the ITU X.509
version 3 or ISO/IEC 9594-8 standard.

* Qur translation from — https://repositorio.serpro.gov.br/docs/CP_SERPRO_SSL_CA.pdf, §
7.1”).
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7.1.1. Version number

(*) (“All certificates issued by the CA, according to this CP, implement the version 3 certificate defined
in the ITU X.509 standard, according to the profile established in RFC 5280.

* Qur translation from — https.//repositorio.serpro.gov.br/docs/CP_SERPRO_SSL _CA.pdf, §
7.1.1”).

7.1.2. Certificate Content and Extensions; Application of RFC 5280

(*) (*7.1.2.1. In this item, PC describes all used certificate extensions and their criticality.

7.1.2.2. ICP-Brasil defines the following extensions as mandatory:
a) “Authority Key Identifier”, non-critical: contains the SHA-1 hash of the CA public key;
b) "Key Usage", critical: configured as provided in item 7.1.2.7 of this document;

c) “Certificate Policies”, non-critical: contains the CP OID 2.16.76.1.2.1.105 and the URL
address of the website https://repositorio.serpro.gov.br/docs/dpcserprossl.pdf with the CPS.

Server authentication certificates (SSL / TLS) contain the OID of the CA / B Forum Guidelines
requirements certificate policy (OV SSL = 2.23.140.1.2.2).

d) “CRL Distribution Points”, non-critical: contains the URL address of the web page where
the AC CRL is obtained:

http://repositorio.serpro.gov.br/lcr/acserprosslvi.crl

http://certificados2.serpro.gov.br/Icr/acserprossivi.crl

e) “Authority Information Access”, does not criticize, containing the id-ad-calssuer access
method, using the HTTP access protocol for the recovery of the certification chain at the
following address:

http://repositorio.serpro.gov.br/cadeias/serprossl.p7b

The second entry contains the access method id-ad-ocsp, with the respective address
http://ocsp.serpro.gov.br/acserprossivl of the OCSP responder, using the access protocol,
HTTP.

7.1.2.3. ICP-Brasil also defines the non-critical "Subject Alternative Name" extension as
mandatory, with the following formats:

» For equipment or application certificate:

4 (four) otherName fields, mandatory, containing, in this order:
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i. OID = 2.16.76.1.3.8 and content = business name in the CNPJ (National Register of
Legal Entities), without abbreviations, if the certificate is a legal entity;

ii. OID = 2.16.76.1.3.4 and content = in the first 8 (eight) positions, the date of birth of
the person responsible for the certificate, in the format ddmmaaaa; in the 11 (eleven)
subsequent positions, the person's Individual Taxpayer Registration (CPF); in the 11
(eleven) subsequent positions, the Social Identification number - NIS (PIS, PASEP or
Cl); in the 15 (fifteen) subsequent positions, the RG number of the person responsible;
in the 10 (ten) subsequent positions, the abbreviations of the RG issuing agency and
the respective UF.

ii. OID = 2.16.76.1.3.2 and content = name of the person responsible for the certificate;

iv. OID = 2.16.76.1.3.3 and content = in the 14 (fourteen) positions the number of
National Register of Legal Entities (CNPJ), if the certificate is for individuals legal;

» For certificates of type SSL / TLS: Field dNSName, mandatory, containing one or more
domains owned or controlled by the holder, following the rules defined in RFC 5280 and RFC
2818, and in accordance with the WebTrust principles and criteria [6 ] and the CA / Browse
Forum requirements [7].

7.1.2.4. All fields and extensions in the SERPRO SSL CA certificates are defined according to RFC
5280.

The “otherName” fields defined as mandatory by ICP-Brasil must comply with the following
specifications:

a) Information set defined in each otherName field must be stored as a string of type ASN.1
OCTET STRING or PRINTABLE STRING;

b) When the CPF, NIS (PIS, PASEP or Cl), ID, CNPJ, CEl, or Voter Registration numbers are
not available, the corresponding fields must be completely filled in with "zero" characters;

c) If the ID number is not available, the issuing agency and UF field should not be filled out.
The same occurs for the municipality and UF field, if there is no registration number for the
voter registration;

d) All information of variable size referring to numbers, such as ID must be filled with "zero"
characters to its left so that the maximum possible size is completed;

e) The 10 (ten) positions of the information about the issuing body of the ID and UF refer to the
maximum size, and only the positions necessary for its storage, from left to right, should be
used. The same applies to the 22 (twenty-two) positions of the information on municipality and
UF of the Title of Voter;

f) Only the characters A to Z and 0 to 9 can be used, and special characters, symbols, spaces
or any other are not allowed.

Versao 3.1 Pagina 30 de 40



ESERPRO

CP SERPRO SSL CA

7.1.2.5. Additional otherName fields, containing specific information and form of filling and storage
defined by the CA, may be used with OID assigned or approved by the Root CA.

7.1.2.6. The other fields that make up the "Subject Alternative Name" extension may be used, in the
form and for the purposes defined in RFC 5280.

7.1.2.7. The CA implements the following extensions, defined as mandatory by ICP-Brasil.
a) Not applicable
b) for Server Authentication certificates (SSL / TLS):

“Key Usage”, critical: Only bits digitalSignature e keyAgreement actived;
“‘Extended Key Usage”, no critical: contains the purpose server authentication OID =
1.3.6.1.5.5.7.3.1. and also the purpose: client authentication OID = 1.3.6.1.5.5.7.3.2;

for Open Banking Transport certificates:

“Key Usage”, critical: only digitalSignature and keyEncipherment bits are
enabled;

‘Extended Key Usage”, not critical: contains the purpose: client
authentication, OID = 1.3.6.1.5.5.7.3.2;

¢, d, e,fand g — Not applicable.

* Qur translation from — https://repositorio.serpro.qgov.br/docs/CP_SERPRO_SSL_CA.pdf, §
7.1.2”).

7.1.3. Algorithm Object Identifiers

(") (“7.1.3.1. The cryptographic algorithms used for signing the certificates by the AC are those
admitted within the scope of ICP-Brasil, according to ICP-BRASIL STANDARDS AND
CRYPTOGRAPHIC ALGORITHMS [1]:

7.1.3.1.1. Certificates issued by the CA are signed using the SHA-256 cryptographic algorithm with a
hash function (OID = 1.2.840.113549.1.1.1).

* Qur translation from — https.//repositorio.serpro.gov.br/docs/CP_SERPRO_SSL _CA.pdf, §
7.1.3).

7.1.4. Name formats
(*) (“7.1.4.1. Not applicable

7.1.4.2. Not applicable
7.1.4.3. Not applicable
7144,
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a)The digital certificate issued for server authentication (SSL/TLS) adopts the "Distinguished
Name" (DN) of the ITU X.500/ISO 9594 standard, as follows:

C =BR;

O = name of the certificate holder in an individual certificate; in a legal entity certificate,
it must contain the business name contained in the National Register of Legal Entities
(CNPJ);

CN = if present, this field must contain a single domain name owned or controlled by
the owner;

ST = Federation Unit of the certificate holder's physical address;
L = city of the holder's physical address;

Business Category (OID 2.5.4.15) = type of commercial category, which must contain:
"Private Organization" or "Government Entity" or "Business Entity" or "NonCommercial
Entity" ;

SERIALNUMBER (OID 2.5.4.5) = CPF or CNPJ, as per type of person;
Jurisdiction Country Name (OID: 1.3.6.1.4.1.311.60.2.1.3) = BR.
b) SSL Open Banking Certificate (Transportation):

The SSL Open Banking (Transportation) digital certificate adopts the "Distinguished
Name" (DN) of the ITU X.500/ISO 9594 standard, with the following contents:

C =BR;

O = name of the certificate holder in an individual certificate; in a legal entity certificate,
it must contain the business name contained in the National Register of Legal Entities
(CNPJ);

CN = if present, this field must contain a single domain name owned or controlled by
the owner;

ST = unit of the federation of the certificate holder's physical address;
L = city of the holder's physical address;

OU = Participant Code associated with CNPJ listed in OpenBanking Brasil Directory
Service;

UID = Software Statement ID registered in the Directory Service of OpenBanking Brasil
and belonging to the CNPJ and Participant Code.

Business Category(OID 2.5.4.15), = type of commercial category, which must contain:
“Private Organization” or “Government Entity” or “Business Entity” or “NonCommercial
Entity”;
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Jurisdiction Country Name (OID: 1.3.6.1.4.1.311.60.2.1.3) = BR;

Serial Number(OID 2.5.4.5) = National Register of Legal Personnel (CNPJ) of the legal
entity holding the certificate and associated with the organizational UnitName attribute
and Software Statement ID, during validation with the OpenBanking Brasil Directory
Service;

NOTE: The name will be written up to the limit of the available field size, the abbreviation being
prohibited.

* Our translation from — https://repositorio.serpro.gov.br/docs/CP_SERPRO_SSL_CA.pdf, § 7.1.47).

7.1.5. Name restrictions

(*) (°7.1.5.1. In this CP item, the restrictions applicable to the names of certificate holders are
described;

7.1.5.2. ICP-Brasil establishes the following restrictions on names, applicable to all certificates:
a) accent marks, umlauts or cedillas should not be used; and

b) in addition to the alphanumeric characters, only the following special characters may be

used:

Caractere Cdédigo NBR9611  (hexadecimal)

Branco 20

! 21

22

# 23

$ 24

% 25

& 26

27

( 28

) 29

* 2A

+ 2B

2C

2D

2E

/ 2F

3A

; 3B

= 3D

? 3F

@ 40
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| \ | ¢ |
Tabela 3 - Caracteres especiais admitidos em nomes

* Qur translation from — https://repositorio.serpro.qgov.br/docs/CP_SERPRO_SSL_CA.pdf, §
7.1.57).

7.1.6. Certificate Policy Object Identifier
(*) (“The OID assigned to this Certificate Policy is: 2.16.76.1.2.1.105.

Every certificate issued under this PC must contain, in the “Certificate Policies” extension, the
corresponding OID.

* Qur translation from — https.//repositorio.serpro.gov.br/docs/CP_SERPRO_SSL CA.pdf, §
7.1.67).

7.1.7. Usage of the Policy Constraints Extension
Not Applicable
7.1.8. Policy Qualifier Syntax and Semantics

(™) (“In certificates issued under this CP, the policyQualifiers field of the “Certificate Policies” extension
contains the address of the web page (URL): http://repositorio.serpro.gov.br/docs/dpcserprossl.pdf

* Qur translation from — https.//repositorio.serpro.gov.br/docs/CP_SERPRO_SSL CA.pdf, §
7.1.87).

7.1.9. Processing Semantics for Critical Certificate Policies Extensions

(*) (“Critical extensions must be interpreted in accordance with RFC 5280.

* Qur translation from — https.//repositorio.serpro.gov.br/docs/CP_SERPRO_SSL _CA.pdf, §
7.1.97).

7.2. CRL Profile
7.2.1. Version Number

(*) (“The CRL generated by SERPRO SSL CA implement version 2 in accordance with IETF PKIX
RFC 5280.

* Our translation from — https.//repositorio.serpro.gov.br/docs/CP_SERPRO_SSL CA.pdf, §
7.2.1").

7.2.2. CRL and CRL Entry Extensions

(*) (“7.2.2.1. This CA implements the CRL extensions defined as mandatory, according Section
7.2.2.2.

7.2.2.2. |ICP-Brasil defines the following RLC extensions as mandatory:
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a) “Authority Key Identifier”’: must contain the SHA-1 hash of the CA public key that signs
the CRL; and

b) “CRL Number”: non-critical: it must contain a sequential number for each CRL issued by
CA.

* Qur translation from — https.//repositorio.serpro.gov.br/docs/CP_SERPRO_SSL _CA.pdf, §
7.2.27).

7.3. OCSP profile

7.3.1. Version number

(*) (“OCSP supports the v1 protocol version under the “IETF RFC 6960 Internet X.509 Public Key
Infrastructure Online Certificate Status Protocol - OCSP” document.

* Qur translation from — https://repositorio.serpro.gov.br/docs/CP_SERPRO_SSL_CA.pdf, §
7.3.17).
7.3.2. OCSP Extensions

(*) (“The “Authority Information Access” field, without criticism, contains the id-ad-calssuer access
method, using the HTTP access protocol for retrieving the certification chain at the following address:

http://repositorio.serpro.gov.br/cadeias/serprossl.p7b

The second entry contains the access method id-ad-ocsp, with the respective address
http://ocsp.serpro.gov.br/acserprossivi of the OCSP responder, using the access protocol, HTTP.

* Qur translation from — https.//repositorio.serpro.gov.br/docs/CP_SERPRO_SSL _CA.pdf, §
7.3.27).

8. CONFORMITY AUDIT AND OTHER ASSESSMENTS

8.1. Frequency and Circumstances of Assessments

8.2. Identification / Qualification of Assessor
8.3. Assessor's Relationship to Assessed Entity
8.4. Topics Covered by Assessment

8.5. Actions Taken as a Result of Deficiency
8.6. Communication of Results

8.7. SELF-AUDITS

Refer § 8.7 CPS
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9. OUTROS NEGOCIOS E ASSUNTOS JURIDICOS9. OTHER BUSINESS
AND LEGAL MATTERS

Each Sections bellow are refered § 9 CPS
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9.1. Fees

9.1.1. Certificate Issuance or Renewal Fees

9.1.2. Certificate Access Fees

9.1.3. Revocation or Status Information aAcess Fee
9.1.4. Rates for Other services

9.1.5. Refund policy

9.2. Financial Responsibility

9.2.1. Insurance Coverage

9.2.2. Other Asset

9.2.3. Insurance or Warranty Coverage for End-Entities
9.3. Confidentiality of Business Information

9.3.1. Scope of Confidential Information

9.3.2. Information Not Within the Scope of Confidential Information
9.3.3. Responsibility to Protect Confidential Information
9.4. Privacy of Personal Information

9.4.1. Privacy Plan

9.4.2. Information Treated as Private

9.4.3. Information not Deemed Private

9.4.4. Responsibility to Protect Private Information
9.4.5. Notice and Consent to use Private Information
9.4.6. Disclosure Pursuant to Judicial or Administrative Process
9.4.7. Other Information Disclosure Circumstances
9.4.8. Relying Parties Information

9.5. Intellectual Property Rights

9.6. Representations and Warranties

9.6.1. CA Representations and Warranties

9.6.2. RA Representations and Warranties.

9.6.3. Subscriber Representations and Warranties

9.6.4. Relying Parties Representations and Warranties

9.6.5. Representations and Warranties of Other Participants
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9.7. Disclaimer of Warranties

9.8. Limitations of liability

9.9. Indemnities

9.10. Term and Termination

9.10.1. Term

9.10.2. Termination

9.10.3. Effect of Termination and Survival

9.11. Individual Notices and Communications with Participants
9.12. Amendments

9.12.1. Procedure for Amendments

9.12.2. Notification Mechanism and Periods

9.12.3. Circumstances Under Which the OID Must be Changed
9.13. Dispute Resolution Provisions

9.14. Governing Law

9.15. Compliance With Applicable Law

9.16. Miscellaneous Provisions

9.16.1. Entire Agreement

(*) (“This CP represents the obligations and duties applicable to the CA and RA. If there is a conflict
between this DCP and other resolutions of the CG of ICP-Brasil, the last edited will always prevail.

* Qur translation from — https.//repositorio.serpro.gov.br/docs/CP_SERPRO_SSL CA.pdf, §
9.16.1").

9.16.2. Assignment

9.16.3. Severability

9.16.4. Enforcement (attorneys' fees and waiver of rights)
9.16.5. Force Majeure

9.17. Other Provisions

() (“This PC was submitted for approval, during the accreditation process of SERPRO SSL CA, as
established in the document CRITERIA AND PROCEDURES FOR ACCREDITATION OF THE
INTEGRATING ENTITIES OF ICP-BRASIL [3]. As part of this process, in addition to compliance with
this document, the compatibility between the CP and CPS of SERPRO SSL CA was verified.
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* Our translation from — https.//repositorio.serpro.gov.br/docs/CP_SERPRO_SSL CA.pdf, §
9.17).

10. Referenced documents

() (“10.1. The documents below are approved by Resolutions of the Management Committee of ICP-
Brasil, and may be changed, when necessary, by the same type of legal provision. The website http://
www.iti.gov.br publishes the most updated version of these documents and the Resolutions that
approved them.

Ref. [Nome do documento Caodigo

[3]1 |CRITERIA AND PROCEDURES FOR ACCREDITATION OF DOC-ICP-03
ICP-BRAZIL'S INTEGRATING ENTITIES

[4] MINIMUM REQUIREMENTS FOR THE PRACTICES DOC-ICP-17
STATEMENTS OF THE CONFIDENT SERVICE PROVIDERS
ICP-BRASIL

[8] |MINIMUM REQUIREMENTS FOR CERTIFICATE POLICIES IN I DOC-ICP-04
ICP-BRASIL

[51 |[MINIMUM REQUIREMENTS FOR PRACTICE STATEMENTS DOC-ICP-12
BY ICP-BRASIL TIME STAMP AUTHORITIES

10.2. The documents below approved by Normative Instruction of AC Raiz, which can be changed,
when necessary, by the same type of legal provision. The website http://www.iti.gov.br publishes the
most updated version of these documents and the Normative instructions that approve them.

Ref. Nome do documento Codigo
[1] |STANDARDS AND CRYPTOGRAPHIC ALGORITHMS OF DOC-ICP-01.01
ICP-BRASIL
[2] |OID ASSIGNMENT AT ICP-BRAZIL DOC-ICP-04.01
[6] |WebTrust Principles and Criteria for Registration Authorities e https://
Certification Authorities www.cpacanada.ca/en/
business-and-
accounting-resources/
audit-and-assurance/
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overview-of-webtrust-
services

[7] |Baseline Requirements — CA/Browser Forum — versao 1.6.6. https://cabforum.org/
wp-content/uploads/CA-
Browser-Forum-BR-

1.6.6.pdf

* Our translation from — https.//repositorio.serpro.gov.br/docs/CP_SERPRO_SSL CA.pdf, §
10”).
11. REFERENCIAS BIBLIOGRAFICAS

BRAZILIAN ASSOCIATION OF TECHNICAL STANDARDS. 11.515 / NB 1334: Physical security
criteria related to data storage. 2007.

RFC 3647, IETF - Internet X.509 Public Key Infrastructure Certificate Policy and Certification Practices
Framework, November 2003.

RFC 5280, IETF - Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List
(CRL) Profile, May 2008.

RFC 6960, IETF - X.509 Internet Public Key Infrastructure Online Certificate Status Protocol - OCSP,
June 2003.
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